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<A HREF="[ uCloud CDN Prefix URL ] + [2EIX] + /playlist m3u8">SAMPLE</A>
</BODY>
</HTML>
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<html>

<body>

<a href="http://stm.ktics.co.kr/vol-xxx/_definst_/sample.mp4/playlist. n3u8">sample</a>
</body>

=2 Aoo|X|of & 5t7| fITt Tag L T}
i0SQ| Safari 222 M= Video/Audio TagE K|St & L|Ct.

1) MEH

<HTML>
<BODY>
<VIDEO SRC="[ uCloud CDN Prefix URL ] + [2EHIX] + /playlistm3u8" controls>
</VIDEO>
</BODY>
</HTML>

<html>
<body>
<video src=" http://stm .ktics.co.kr/vol-xx x/_definst_/sample.mp4/playlist. n3u8" controls>
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message = concatenate(secret, filename, expr) // OI’< EZ 440 Zast EXtE MY
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$expr_rel = 60;

$secret = '12345 678 90

$filename = '/sample.m p4';

$curren t = time();

$expr = dechex(tim e()+$expr_ rel);
$messages = $secret.$filename.$expr;
$token = md5($m essages);
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- RTMP= TCP 1935 E AtE

2) A& 0o

rtmp://stm.ktics.co.kr/vol-xxx/_definst_/sample.mp4

o ActionScript RTMP Lf2t0|E

9]9] RTMP URLS Of2j2t 2¢0] 2702 LHF0fq ALBS[A| R ElL|Ct

1) NetConnection.connect
rtmp://stm.dosirak.com/vol-xxx
2) NetStream.play

sample.mp4

* HCHREABE AbE2
http://help.adobe.com/en_US/FlashMediaServer/3.5_Deving/flashmediaserver_3.5_dev_guide.pdf& &5l A|
Q.

o JW Player 0| ttH

JW Player 59

| O RTMP URLZ streamer?} file@ 2 LIH=0{ Al AFESHA|H & L|CH
JW Player 69|
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streamer=rtmp://stm.dosirak.com/vol-xxx
2) file m}t2}0| E

file=sample.mp4
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<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000" width="'300" height="'300"
id="playerl' name="playerl'>
<param name='movie' value="player.swf'>
<param name='allowfullscreen' value="true'>
<param name="allowscriptaccess' value='always'>
<param name="'flashvars'
value="streamer=rtmp://stm.dosirak.com/vol-xxx
&file=sample.mp4&type=rtmp'>
<embed id="playerl' name="playerl' src="player.swf' width='300" height="300"
allowscriptaccess="always'
allowfullscreen="true’
flashvars="streamer=rtmp://stm.dosirak.com/vol-xxx&file=sample.mp4&type=rtmp’

/>
</object>
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rtmp://stm.ktics.co.kr/vol-xxx/_definst_/sample.mp4?token=abcdefgh&expr=abcdef

o QIS MH|A AL2E 2|3t ActionSctipt RTMP Hj2}0|E
1) NetConnection.connect

rtmp://stm.ktics.co.kr/vol-xxx ?token=1234567890abcdef&expr=123456788&file=sample.mp4
* OI= MH|AE 2|3l token, expr, file TH2}0|E| =7}

2) NetStream.play

sample.mp4 (IS MH|A AL A0 = gk 9l )

o QIS AMH|A A2 S 2|St JW Player 52| Object / Embed 22 £|¢t JW Player flashvars utz2}0|Ef

1) streamer I}2}0| E


http://www.longtailvideo.com/support/jw5/31145/rtmp-streaming
http://www.longtailvideo.com/support/jw-player/28854/usingrtmp-streaming

streamer=rtmp://stm.dosirak.com/vol-xxx?token=1234567890abcdef8expr=12345678&file=sample.mp4
* ASMHEIAE 28l token, expr, ThEtO|E| 37t

2) file L}2}0| E

file=sample.mp4 (QIZAH| A AFS Al = Y& 218)

o JW Player 62| Object / Embed & 2|$t JW Player flashvars I}2}0|E
1) file mat0| g

file=rtmp://stm.dosirak.com/vol-xxx/_definst_/sample.mp4?
token=1234567890abcdef&expr=123456788&file=sample.mp4
* QIZ MH|AZ 98} token, expr, TtO|E] 27}

o QIE majo|Ejar

token : QAIZEZOZ 32X}2|Z2 O|EO{ & L|LCt.
expr: QIS EZ0| OtF A|ZE2 2 unix timestamp?| hex gt L|C}.
* unix timestampe MA/EEA|ZE 7| = QI L|C}

<token/expr Aiduted gl AL 0f >

1) MEH

exprrel = 60 // 215 E2 |8 AlZH X|F (Bl X)

secret = "123456789" // MH|A 4’ IPFO|M HFT QB A=

filename = "/sample.mp4" // /& ZetS|AM DU HH

current = get_curr_unix_timestamp() // ® X UNIX TIMESTAMP

expr = convert_int_to_hex(current + expr_rel) // 915 E2 931 A|Zt (1674 2t
message = concatenate(secret, filename, expr) // Q15 EZ 440 ZQ3t 2 o
token = md5(message) // MD5 Hash& 0|8 QI& E2 M4

2) PHP AFE 0

$expr_rel = 60;

$secret = '1234567890";

$filename = '/sample.mp4’;

$current = time();

$expr = dechex(time()+$expr_rel);
$messages = $secret.$filename.$expr;
$token = md5($messages); <

15 EES Y3l MBE & Unix/Linuxe= kr.pool.ntp.org A|ZFAH 2F, Windows+ time.windows.com 1t A|ZF
7|27t 2[0] AO{OF SFL|Ct.

- Unix/Linux A|Zb&s 7|2} ntpdate 0] 2= ntp MH[AS O|83lM F7|H 22 &7|=H0SE 282 OSK|
ZALO| O] HHELICEH)

- Windows A|ZtE 7|2} MO{T > AA, 0] & =7t &4 > 2R 8L AZH > QIE U A|ZHOf A 2 - (XA
E7|5} 22 Microsoftdf| 22| HEEFL|LCE)

5.42 FA| 7|5

o FHAl0f Ciet 238H2t ofsH
o HIT3} MISse| o|a]
HAIME = AL8XI7E R F8tE HEZXTt X4 2] MemoryLt HDDOf| X & (cache)=[Of A=XE BA =QlgtL|LCt.

- HIT: O] U 27 ot ZARXIL FHAME O M=o ATt HEES & B2,
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U 9 ¥ HUE SUITHY 29 E 8

(4 =uz geuAy 2Y
[i-Modified-zince ® &

(5 BH= /EY 82
[304 Mot-Modified
REHMTEEL 2000 HHZ)

) BE= HALE

o Cache0f| C{st O]l

‘MISS'2| 3£ oo 2FE 0 = 8% NS0T MISS7H 25t O|= £ E = HITO| ZdgtL|ct
JdgL} ofgfet 20| FHAIE & + Ble BR= ASHCH

=2 S A o
<IHANE & + 2= E2>

1) 283}= METHODZ} POST QI Z#2
- ucloud CDN AH|A 0| 2 F§A| A= GET, HEADO| Method@t 7§A|Z &1, POST Method= 7HA|Z &}X|

&Lt

2) A2 MH M SEEEHO Last-Modified7t gl= 4%
- 2l FHAIMB S YEAHO| Al =2 20I8}7| [s)A HTTP headero| Last-Modified A|Z+S H| @322
A= AHC| SE 80| Last-Modiried?} Gl FHA|S SHX| B& LIC.

3) FHA| M B O MZEEl ZHAEI X 0| Last-Modified A|ZH0] Y2 A B{o| HEHX HC} X2 Y
- SH oI 0j| Last-Modifed7} UG EtE Y2 MHO|AM 7|Eo] HHXEC H Qe HEXZ Y
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4) Q@ "3t= HTTP 8| H0f| no-cache, no-store, max-age=0 S& X% 5t Y= 42
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(Last-Modifie

d)

ETa MEOM dgEl= LS Xtz HHEO SR 7Y fFay OofE = = AU HTTP 1.
J sas !
HEE

e o e iEAol st Ah T2 BAE Hoos 42 HTTP 1.

) (max-age, no-cache, must- revahdate S0| U3) 1

S AEXIE AME AFEE 7|F02 X7|3t2H MEA ALEE AF-EIX] 1= EHe

Age —
2 3t

Expires e AEXEIL AOtSO RETKAE BABIF= @522 GAIE AlZE 0|2 7 f8d GMT 7|
=l &

2 AfBIo| S0 02t HS +HHA O AT B2 UK RLE HOISHOL BLITE 2 Aol A
B2 Aol AAFHHOE S8 0IAA £|02 L Al] §HSHAR ¥ Al A2HO| YO HAINH

A BHHXHO A 22| E SFA| 7| HFRFLICE

0
N

o Al HEE HTTP 85

HTTP 1.1 0j A|= Cache-control Response Headergt= MZ& 3||H S22
Ol= BtzAlZt 20| Ciet =X sHAMe = & MAAZL A HHEE 22
Al HEE 3|0l ZE 5= SMH2 o2yt &L Tt

o max-age=[X] : 2|7} YC{O|ET R QICtD 01Y & Yt

A

OEZAIZHD OHEHR| 2 SEAIZI0|at| HCHe QEAIZEL B0 O'au
|
=

—

QFL2 AN 2R AN T [X]IHA| HEXTF GH0|E
o s-max-age=[=x] : max-agel} H|==gtL|LC}.

o public: JHAIE 4 9l AIFE RHYS EASH: HOE YOS HTTP 9150 275 FLE X5
Moz SE2 A YgLCk

ZH X-"% QAT |_| |:|-.
S

oy
S8%LITH

o no-cache : D8] FHAIE! ZHH S ALBAIO|H HLS}7| FOf FHAIOIM A=A
50| ZRA| = 22 S83I0, ASHOR AHo|E5|0fof & AN Y B
o no-store : Of S ALBLE K7} HHAEI K| LEZ FL|ct

o must-revalidate : & 7HA| A
HTTPZ} €00 E E|X| &

o=
>~

7 ezl Unjol= o0 st HEE WoA 25 S HoEL,
AR X0| Chsf A S5 X7 310|M ALRAIO|H I BStES SL|c

o Freshness (AMME)

'Freshness(A M)t S2t0|HELS| QFO| HIT' Z|AS W) FHAIMEH O SHT HEXE AFH ML =X
oot 42 et

O| If 'Fresh(:l o)’ 2t 'Stale(AMSHX| 4-2)'0|2t= 0= &7H AFEE|=0| 'Freshness'= FHA|LE RO A OtF
839t C}

FHAIM B O A MM EE e
FfAI M= OO FHA|=

[

—|—
-

A BeCHH A2 A AEEI HALAZ0 = =751
EE AHMM SEHOH 22 AEXt=E MZ22 dHZEE #E & U EUCh

_I'E—u—

r

LIS
A
SHAUE HHXO| RE7|ZH(Expiration time)S MY M 2QISt=H|

£ || (HTTP response header)®| max-agelLt ExpiresZ TH-HSHL|CF

(B e =

WAl 7} =kelst= 2
Of &= 00| HTTP

olo rlo

0|2 £0f O|X 0] 'Cache-control : max-age=86400' (24A|Z}H Bt= ZfS 71X =0
OF2] SEBIX| 24A| 40| X|LEX| 4Rt O HH X A1 (Fresh)StCE 1 THEHSHO] 22 A H{Of R HSHX| 40
HAIMHOIM Al SES] =10

2rofof Of AEIETE F27|2H0] X GCHEH AEMHZ F2oHX|E & Qlsts 78S AX|A gLt

oz

o Validation (&)



WA MB 2] "HIT' AEEIE MMSHA| f2 AEE2 EHEEH AEMHZ WHAIE0 R E 27 ELIL,
O Ijf YHIM oz ALRSH= EE20| OFX| 2 =K A| ZHLast-Modified)0| 1
IWAIZE H2 A2 2L = 3| E(HTTP Headen)Of CtS [& 2]9f Z#2 WES ZefotA ELICH

(£ 2] 744 ZE= Ray el I3t o Y=

GET http://www.abc.com/image.gif HTTP/1.1

| f-Modi fied-Since: Sun, 8 Sep 2009 19:43:31 GMT

FHAl9] If-Modified-Since $C/S e 1= A{H{ AHAIO| ZHX| D QUi ZAHX0} M50l RREHX|0f CHefA
mHErStA| EuC

J8|D AR THSE HHAY B JHAIO|Z HHAS MESHs 20| OfL2} '304 Not Modified aHs Zheret
BIAIX| B 84 LITE,

O] SES 22 AN AT} OFX| SESITtn A, A0 U= MEL U0 Cfet = Date,
Expires)Bt {00 57 &1

THALO] Qe HEIXE 23}

OHof 3047} OFLl S MES WUS AR0|= AN ARNHZEE A HHAS e

xpAlo| ZEIZxot MAeH TS Sato| = oA ML Ch

HEX AR O| &
NEETEEEE
FHA|= CHR| ETag7} Q)
of I 28 e Aus o
Lict.

‘§_PX| Ttohst = If-Modified-Since 2|0 = ETag & QU=0| ETage A7t S &g O Xt

o OH FOF
52 of

01| 2t ot R**OHHOH ETag 2AtE2S Z2siM 2HL|CE
P71| 2|0 et ETage| ZAHE HRE S3iM F=d(Validation)S EHEHet

n Mo =
F|> Oﬁ g
Q

5.4.3 DNS A7X dftd

ucloud CDN MH|AZ ALB317| QIBIAE 7120 AL SIAIE MH|[A E0QIS CDN E0QIo2 HZ 5= 8 4
" 210| TRUL|Ch

DNSO| 2242 BIX| 0f2{7Hx|7} AFBE| T K| 22 M= 7P 23] AL &/ DNS 2240l BINDE ¢
Z2 Myt

DNSO| 47 0]£0= olsh &of7t Wi & 4 QoL| Fo|7h Weet|ct

—

o CNAME g|Z =29 o|nOf

CNAME Y| ZE = "Canonical NAME"Q| 22N, E =0 2lof CHst ME EH Ql(sub domain)& AFE35H7| ¢
ot g2 E YL

7te BOl AH83tE A B|ZE= S8 IPO| Tl M MEZH OIS AHE5t= YRO
CNAME2 IP7} otL|2t =0 Ql £ = 5 zone LtYULYO| CIE TAEE A 7
Y s g3 0l2ts B2 X017| = UL

BINDZt X &l A ABO|A = OF2f [# 5]9F 20| zone Mt S =Fg L C

I
| ?leh &8 ol2k= HoM "2

otzfle| [& 1]2 abc.com 2] =H QI A www SAEE CDN =0 @l 'ab01-ab0123.ktics.co.kr' 2 CNAME &2
EE 0|85t Aot A LTt

0] AH0| M&8%|H ucloud CDN MH|AZ EZfmO] &M T 1 CDN MH|AZF A|ZHEIL|CF

CNAME O 2 473t CDN Z012 CDN Al&sHs 2 HO|X|of Al 'CDN AH|A AlK' 2o HE ¢lziso
ol JtsgtLct

b

Jtot

[E 1] CNAME H 2= &AX o

$TTL 60
IN NS ns.abc.com.
ns IN A 123.123.123.123
www IN CNAME ab01-ab0123.ktics.co.kr
abc.com. IN A 123.123.123.123

TIP!
TTL 2t0] 2 Z<20|= CNAME HZ S0 = TTL A|ZtTHE CDNO 2 MH|A T} Mete|= A|7H0] ZO{X|A| & LTt
TTL AlZhS 112{50f CNAME 278 o TTLE 29 %" 78S OtA|H AMH[A Tetof w20,



ERE 282z Q% Yo AlQ] F AlZt= TTL 2tF EOMX[A &L Ch
HE = oMl Mu[A7F 2l CHE TTLS Ot S f5kA 2F5tAIE L Ch

=743t zone Tt Q| H7J0| DNS &0 X7t =X =l Ct.
[& 2] zone file syntex E|AE HftH

# named-checkzone abc.com /var/named/abc_com.zonezone localhost/IN: loaded serial 420K

zone ItUO| syntex HAE ZIto| X7} QUCHH =H$t zone LY S HE Tt —?—
dig E&((E 3] #=X)0|L} nslookup HHZS 0I03+04

(2 3] HAH 278 =2l of

$ dig www.abc.com; <<>> DiG 9.24 <<>> www.abc.com;; global options: printcmd;; Got answer:; ->>HEADER< <- opcode: QUERY, status:
NOERROR, id: 22958;; flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 2, ADDITIONAL: 2;; QUESTION SECTION:;www.abc.com.

IN A;; ANSWER SECTION:www.abc.com. 10478 IN CNAME ab01-ab0123.ktics.co.kr.ab01-

ab0123 ktics.co.kr.60 IN CNAME cdn-ucloud? ktics.co.kr.cdn-ucloud2.ktics.co.kr.0 IN A
234.234.234.234cdn-ucloud?.ktics.co.kr.0 IN A 234.234.234.235cdn-ucloud2.ktics.co.kr.0 IN

A 234.234.234.236;; AUTHORITY SECTION:bd-01.ktics.co.kr. 1705 IN NS ns2.bd-
01.ktics.co.kr.bd-01.ktics.co.kr. 1705 IN NS nsl.bd-01.ktics.co.kr.; Query time: 6 msec;; SERVER:
168.126.63.1#53(168.126.63.1);; WHEN: Thu Dec 3 12:13:36 2009;; MSG SIZE rcvd: 201

5.4.4 CDN MH|A E|AE HiH

4
0

CDN MH|A7F He X o2 MH|A £ JY=X| FEE THASLI| M= O3t 22 WS AHSsHY
&Lc
=

o g2 AY: curl 22 wgetg 0|8
o Y=L Y HALKOIM XY ulg Y2

= HEMME 2|52 AE2 OIS 0|8ot0] HIAESH= - s 7|=dte ASLICH

=Ml HYE (B UM oS EAS

rr

wgetE 0|25} 'http://www.abc.com/image/13,jpg" LtYS L HT}
L|C}.

o CHel FHAIMHE & £ FHAIMHO| 282 &= IPE @FE = UAX[TH O|I&= Host HEO| Hetst =0
210] A0{Of LT

[# 1] wget= 0| &%+ CDN MH|A HIAE O

$ wget -S http://www.abc.com/image/13.jpg
$ wget -S --header="Host: www.abc.com’ http://123.123.123.123/image/13.jpg

[ 2] wget HAE Z1} 0

--13:00:41-- http://123.123.123.123/image/13.jpg

=> 0jpg’
Connecting to 123.123.123.123:80... connected.

HTTP request sent, awaiting response...
HTTP/1.0 200 OK
Date: Thu, 15 Dec 2011 04:00:30 GMT

Expires: Sat, 14 Jan 2012 04:00:30 GMT



Server: Apache/2.2.3 (CentOS)

Last-Modified: Fri, 24 Sep 2010 16:50:13 GMT
ETag: "288800c-400-491042c1f7b40"
Accept-Ranges: bytes

Content-Length: 1024

Cache-Control: max-age=2592000
Content-Type: image/jpeg

X-Cache: HIT from cache.ktics.co.kr

X-Cache: MISS from il.cache ktics.co.kr
Connection: keep-alive

Length: 1,024 (1.0K) [image/jpeq]

S BC HEOA 200 OK YEARES ot YYHOR MHIAT} B/ D U2 2ol SHACHH FAHO2 A
A7HED 9SS BEH 4+ ULch
o OJAIYLILE

[# 3] 2 '400 Bad Request'7} 25t Z4 0
O|= CDN AMH|AZ 8t= 9l FHA| M = YEMHOIM HEE @K S YTt THEH 31YIS A 20| LIEIL
O MH|AT} E|R| Qe AtgtQILICt

T2 RE cojol SYOR Qlef LRl F2t B offet 22 ol

o
=
o weget AHZA| EHO i Host HEE A AFRSIAEX| SOISHIAIR.

Ot
>
N
T
o
i
I
il

o digE 0|83t =0l S YAl wgetOf A ALESH IP7t QLEX| &HOISHUAIL.
3

o wgets 0| 8510l & MHZ 2F 50 HEY =
— HUMHEZ 2FAl GYHO|2HH ucloud DHME = FO|3| FA|7| HEHLICH
- BAMHOME S SE TESE BACE BMH =0l 28 S =0l SHYA2.

[(# 3] H|E&HE SEEH S o

--11:57:35-- http://123.123.123.123/500K/13.jpg
=>"13jpg’

Connecting to 123.123.123.123:80... connected.

HTTP request sent, awaiting response...

HTTP/1.0 400 Bad Request

Server: ics-cache/3.5.1

Date: Thu, 03 Dec 2009 02:57:35 GMT

Content-Type: text/html

Content-Length: 1312

Expires: Thu, 03 Dec 2009 02:57:35 GMT

X-Cache-Error: ERR_INVALID_REQ 0

X-Cache: MISS from i2.cache.ktics.co.kr

Proxy-Connection: close

11:57:35 ERROR 400: Bad Request

LSk ZADtof et CrYst IE 2 77| = LC 0|

[

SHHE &0 mat CHYsHA LiEfE &= e SHIAE
ofsl =2 AH 2|0 HelgtLth SHAE 2= AR
A

Off CHo CHEXM QI SEHEIGHA SHAEE
Of| M 'HTTP response code'E ZAMSIA|H A

o curlg 0| &5}= HitH



curlE AFESHs HEE woetllh S92 AAEHO| OFE & 3= XH0l= SEH

Ol &2 ME3t=
AHE0| Helet 25 HESIM AHESHAIE EL L

[# 4] curl2 0| 8%t CDN AMH|A B AE O

$ curl -v http://www.abc.com/image/13.jpg
$ curl -v -H 'Host: www.abc.com’ http://123.123.123.123/image/13.jpg

[& 5] curl HAE Z1t of

* About to connect() to 123.123.123.123 port 80

* Trying 123.123.123.123... * connected

* Connected to 123.123.123.123 (123.123.123.123) port 80
> GET /image/13.jpg HTTP/1.1

User-Agent: curl/7.12.1 (i686-redhat-linux-gnu) libcurl/7.12.1 OpenSSL/0.9.7a zlib/1.2.1.2
libidn/0.5.6

Pragma: no-cache
Accept: */*

Host: image.test.com

A

HTTP/1.0 200 OK

A

Date: Thu, 15 Dec 2011 04:00:30 GMT

< Server: Apache/2.2.3 (CentOS)

A

Last-Modified: Fri, 24 Sep 2010 16:50:13 GMT

A

ETag: "288800c-400-491042c1f7b40"

< Accept-Ranges: bytes

< Content-Length: 1024

< Cache-Control: max-age=2592000

< Expires: Sat, 14 Jan 2012 03:55:07 GMT
< Content-Type: image/jpeg

< X-Cache: MISS from cache.ktics.co.kr

< X-Cache: MISS from i2.cache.ktics.co.kr
< Connection: close

* Closing connection #0

LEofl 2tA Z0p7F FEtX =42 OtL X2 B & W&o =
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